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1. OBIJASA XAPAKTEPUCTHKA PABOYEH ITPOT'PAMMBI
IIPO®ECCHOHA/IBHOI'O MOAYJIA IIM.01 BBIIIO/IHEHHUE PABOT 110
IIPOEKTHPOBAHHIO CETEBOH HH®PACTPYKTYPbI

1.1. I]env u nnanupyemoie pe3yibomamot 0C60EHUA RPOPECCUOHATILHO20 MOOYNA

B pesynbrare wu3yueHus mnpodecCHOHATBLHOTO MOIYJS CTYACHT JOJIKEH OCBOHTH
OCHOBHOIl  BHJl JI€ATENbHOCTH BbinonHeHne paboT MO MPOEKTHPOBAHUIO  CETEBOM
UH(QPACTPYKTYphl M COOTBETCTBYIOLIME €My OOIIMe KOMIETCHIMH, U TNPOQecCHOHAIbHbIE
KOMIIETEHIINH:

1.1.1. TlepeyeHp OOMMUX KOMIIETCHIINN

Kon HaumenoBanue o01ux KoMIeTeHIMI

OK 1. BreiOupatre  cmocoObl  pemieHuss  3amad  MpO(ECCHOHAIBHOW  JIeSTEIBHOCTH,
IIPUMEHUTEIBHO K Pa3IMYHBIM KOHTEKCTaM

OK 2. OcymiecTBISITh OUCK, aHATU3 W HHTEPIIPETalnio nHpopManuu, HeoOX0IMMOHN ISt
BBITMIOJTHEHUS 33/1a4 MPOPECCHOHATBHON AeSITENbHOCTH

OK 3. [InanupoBaTh M peanu3oOBbIBaTh COOCTBEHHOE MPO(PECCHOHANIBHOE U JTUYHOCTHOE
pa3BUTHE.

OK 4. PaGoratp B KOIIEKTHBE U KOMaH[ e, () (HEKTUBHO B3aMMOICHCTBOBATH C KOJIETAaMH,

PYKOBOJACTBOM, KIIMCHTAMMU.

OK 5. OcCylecTBIATh YCTHYIO M IUCHbMEHHYIO KOMMYHHUKALMI0O Ha TOCYJapCTBEHHOM
A3bIKE C YUETOM 0COOEHHOCTEH COLMANBHOTO U KYJIBTYPHOI'O KOHTEKCTA.

OK 6. [TposiBnsTH Ipa)xJIaHCKO-ATPUOTHIECKYIO MO3UIIHIO, JIEMOHCTPHUPOBATH
OCO3HAHHOE MOBEJICHIE Ha OCHOBE TPAUIIMOHHBIX 00IIEUYeI0BEUYECKUX [ICHHOCTEH.

OK 7. CopeiicTBOBaTh  COXpPAaHEHMIO  OKpPYXKaWOIEH  Ccpelbl, pecypcocOepeKeHuIo,
3 PEKTUBHO IEHCTBOBAThH B UPE3BBIYAWHBIX CUTYAIUSX.

OK 8. Hcnonp30Bate cpeacTBa (U3MUECKON KyIbTYPHI JUII COXPAHEHUS W YKPEIUICHUS
3I0pOBbsl B Tpolecce Mpo(hecCHOHATBHOW JeATeNbHOCTH W TOAJIEepKaHHue
HE00X0/IMMOT0 YPOBHS (PM3UYECKOH IMOATOTOBIEHHOCTH.

OK 9. Hcnonb30BaTh MHPOPMAITMOHHBIE TEXHOJIOTMH B MPO(PECCHOHATBHOM NesTeIbHOCTH

OK 10. [Tonb30BaTbes MpOQEcCHOHANbHON JTOKYMEHTAlluell Ha TOCYAapCTBEHHOM U
HHOCTPAHHOM A3BIKC.

OK 11. [TnanupoBaTh NpeANPUHUMATENBCKYIO AESITEILHOCTD B ITpodeccnoHallbHOM chepe

1.1.2. [lepeyens mpodeccuoHaTbHBIX KOMIETEHIHH

Kon HanmeHoBaHMe BUAOB JeATEJIbHOCTH ¥ NPO(PECCHOHATBHBIX KOMIIETEHIIHI

BJ 1. Buvinonnenue pabom no npoekmupoganuio cemegot UHPpacmpyKkmypol

[IK 1.1. | BeImOJHITS IPOEKTUPOBAaHUE KAOETBHON CTPYKTYPhI KOMITBIOTEPHOM CETH.

[IK 1.2. | OcymecTBiaTh BEIOOP TEXHOJIOTUH, UHCTPYMEHTAJIBHBIX CPEJICTB U CPEJCTB
BBIUUCIIUTENILHOW TEXHUKH MPH OpraHU3alliy Mpoliecca pa3padoTKU U UCCIIEI0BAHUS
00BEKTOB MPOPECCHOHATBHOMN NeSTETLHOCTH

[IK 1.3. | ObecneunBaTh 3amIUTy HHMOPMAIMM B CETH C MCIIOJb30BaHHUEM IPOrPaMMHO-
anmapaTHbIX CPE/ICTB.

IIK 1.4. | I[IpyauMate ydyactre B IPUEMO-CAATOYHBIX UCIIBITAHUAX KOMIIBIOTEPHBIX CETEH U
CETEBOr0 000PY0BaHMS PA3INYHOTO YPOBHS U B OLIEHKE Ka4ecTBa U

SKOHOMMYECKOH 3(PPEKTUBHOCTU CETEBOW TOMOIOTHH.




IIK 1.5. | BemmosHITh TpeOOBaHUS HOPMATUBHO-TEXHHYECKOMU TOKYMEHTAIIUN, UMETh OTIBIT

oopmIeHHsI TPOSKTHOM TOKYMEHTALIUH.

1.1.3. B pesynbraTe ocBOEHUs NMPO(HEeCCHOHAIBHOTO MOIYJIS CTYIEHT JOJDKEH:

Nmethb
MPAKTUYECKUI
OIIBIT B

MPOCKTUPOBAHUU APXUTEKTYPHl JIOKAJBHOM CETH B COOTBETCTBHH C
MOCTABJICHHOM 3a7aucii;

YCTaHOBKE ¥ HACTPOMKE CETEBBIX IMPOTOKOJIOB U CETEBOTO 00OPY/IOBaHUS B
COOTBETCTBHH C KOHKPETHOM 3aaueii;

BbIOOpPE TEXHOJIOTMH, WHCTPYMEHTAJIbHBIX CPEACTB IpU OpraHu3alu
MpoILIecca MCCIIEOBaHUS 00BEKTOB CETEBOM HHPPACTPYKTYPHI;

obecrieueHnU OE30I1acCHOTO XpaHEHUs U Mepeiaur HH(OPMAIH B JIOKATbHON
ceTH;

HCIIOJIb30BaHU CIICHUAJIBHOT'O IporpaMMHOIO oOecrieueHus JULA
MOACINPOBaHUA, IIPOCKTUPOBAHUA U TECTUPOBAHUA KOMIIBIOTCPHBIX CeTeH.

yMETh

IIPOCKTUPOBATH JIOKAJIbHYIO CCTh, BBI6I/IpaTL CCTCBBIC TOIIOJIOI'NH,

HCIIOJIB30BaTh MHOl"O(l)YHKI_II/IOHaJ'IBHLIC HpI/I60pLI MOHMTOpPHHIA,
IIporpaMMHO-alIapaTHbIC CPpCACTBA TCXHUYCCKOI'O KOHTPOJIA JIOKAJILHOM
CCTH.

3HaTh

oO0IMe MPUHITUIIBI IOCTPOCHUSI CETEH, CETEBBIX TOIOJIOTUH, MHOTOCIOWHOM
Mmozienu OSI, TpeGoBaHuil K KOMIIBIOTEPHBIM CETSIM;

apXUTEKTYpy MPOTOKOJIOB, CTAaHAAPTU3AIMK CETEH, STAOB MPOCKTUPOBAHUS
CeTeBOU MHPPACTPYKTYPHL;

0a30BbIE IMPOTOKOJIbI U TCXHOJIOIMH JIOKAJIbHBIX CCTCIZ;
IIPHUHOMIIBI ITIOCTPOCHHA BBICOKOCKOPOCTHBIX JIOKAJIbHBIX CCTCIZ;

CTaH/IapThI Kabemel, OCHOBHBIC BU bl KOMMYHUKAIIMOHHBIX YCTPOUCTB,
TEPMUHOB, IOHATUM, CTAHAAPTOB M TUIIOBBIX AJIEMEHTOB
CTPYKTYPHUPOBAHHON KaOEIbHON CUCTEMBI.

1.2. KoainuecTBO 4yacoB, 0TBOAUMO€C HA OCBOCHUEC l'[pO(l)eCCI/IOHaJIbHOFO MOAYJIsA

Bcero vacos -

13 aux na ocsoenne MJIK. 01.01-
Ha ocBoeHue MJIK. 01.02-

Ha MPaKTHKH, B TOM uucie yuyeOnyo 108  u mpousBojacTBeHHyro 144

DK3aMeH KBaTH(PHUKAIMOHHBIN 8 1




2. CTPYKTYPA H COAEPKAHUE ITPO®ECCHOHAJIBHOI'O MOAYJIA

2.1. CTpykrypa npogeccCHOHATBHOT0 MOIYJIs

3aHATHA BO B3aUMOICHCTBHUH C IIPETOaBaTelieM, Jac CamocrosarensbHa | Koncynpranu
Kol HaunmenoBanus CyMMapHbI Obyuenue no MJIK IIpaxkmuxu % pabora 1
npohecCHOHATBHBI pazzaenoB i 06BeM JlaGopatopHsi | Kypcossix
X 001IHX npoQecCHOHANBHOTO | HArpy3KH, | Beero u pador Yuebua | TIpoussoncreenta TpomeskyTouna
KOMITETEHIHH MOyt Tac. IPaKTHIECKUX | (IPOEKTOB g g o aTTeCTaIHs
3aHATHIHA )
1 2 3 4 5 6 7 8 9 10 11
[IK 1.1-TIK 1.5 Pazpgen 1.
OK 01-11 KomnbroTepHbie 236 216 98 16 - - 6 12 2
CCTH
IIK 1.1-IIK 1.5 Paznen 2.
OK 01-11 Opranusanus,
TIPUHITATIBI
MOCTPOCHUS U 260 238 110 14 - - 6 14 2
(bYHKIIMOHUPOBAHUS
KOMITbIOTEPHBIX
ceren
K 1.1-TIK 1.5 YueOHas npakTHKa
OK 01-11 108 108 - - - -
IIK 1.1-IIK 1.5 IIpousBoacTBeHHAas
OK 01-11 MpaKkTHKa (1o 144
npoduIIo 144 ) ) )
CIIEeIIUATBbHOCTH
Ox3ameH
KBaJIM(PUKAIUOHHBIT 8 - 6 - 2
o Mozyio 1IM.01
Bcezo: 756 216 208 30 108 144 18 26 6




2.2. TemaTnueckuii nian u copep:xkanne IPO®ECCUOHAJIBHOI'O MOAYJIA IIM.01 BBIIIOJTHEHUE PABOT 110
IMPOEKTUPOBAHUIO CETEBOM NTH®PACTPYKTYPBI

HaunMeHoBaHue pa3je/ioB U TeM

Conep:xanue yueOHOro MaTepuasa,

PazHOBHHOCTH, OCOOCHHOCTH TPOKIAJIKA M TECTHUpOBaHUs KaOened. CTpyKTypa U OCOOCHHOCTH
MPOKJIAJIKK ONITOBOJIOKOHHBIX Kaleei. becripoBoiHbie cpelicTBa nepeaayu nanubix. Cranmapt Wi-
Fi IEEE 802.11.

Nnpo¢ecCHOHAIBLHOT0 MOAYJIS O0bém B
JabopaTopHble padoThl M MPAKTHYECKHE 3aHATHS, CAMOCTONATeIbHAA YueOHasi padoTa
(TIM), MeAIACIHILTHEADHEIX o0yvyamwuuxcsi, KypcoBasi padora (IPoOeKT) (eciu npedycmomperwi) Hacax
kypcos (MJIK) yHarou » Kyp P P pedy P
1 2 3
Pasznen 1. KomnbroTepHblie ceTn 236
M/IK.01.01. KomnbioTepHbie 236
ceTu
Tema 1.1. BBeienne B ceTeBble Conep:xanue 52
TeXHOJIOTUH 1 | KomnbloTepHbie ceTn
CoBMmecTHast pabota, IHTEpHET U COBPEMEHHBIE CETEBBIE TEXHOJOTHH — OOJIACTh NMPUMEHEHUS H
Ha3Ha4YeHHWe. Bumbl KOMIBIOTEPHBIX ceTed. [J100aibHBIE M JIOKajdbHbIe ceTH. OIHOPAHIOBBIE U 4
KITMEHT-CEPBEPHBbIC apXUTEKTYphl. OCHOBHBIE KOMIIOHEHTHI CETeH, CeTeBas cpela U CeTeBbIS
ycTpoicTBa. TexHonorunm mnoxakmoueHuss k HMurtepHer. KonBeprenTtHele cetu. KadecTBo u
HaJEKHOCTh ceTell. OCHOBHBIC MTOHATHS CETEBON 0€30MacHOCTH. TEeHIEHIIMH Pa3BUTHS CEeTEH.
2 | KoHcobHBIi T0CTYN, yaaJeHHbIi gocTyn ¢ nomoubio Telnet m SSH, ucnosib30Banne nopra 4
AUX.
3 | CeTeBble MPOTOKOJIBLI 1 KOMMYHUKAIIMHT
KomupoBanne m mapametpsl cooOmieHus. CeTeBble MPOTOKOJIBI. B3anMonmeicTBHE NPOTOKOJIOB.
Habop mporokonoB TCP/IP u mpouecc oOMeHa aaHHbIMH. OpraHu3aliii MO CTaHAapPTHU3AIUH: 4
ISOC, IAB, IETF, IEEE, ISO. MuoroyposHaeBsie mogenu OS] u TCP/IP. Unkancynsus qaHHBIX.
IIporokonsubie Omoku manubix (PDU). Jloctyn k jokanbHbIM pecypcam. CereBas ajipecarfus.
MAC- u IP- anpeca. Jloctyn k ynanéHusiM pecypcam. 111103 mo ymordanuio.
4 | CereBoii 1ocTyn
IIporokonmsl u cTaHmapThl ¢u3ndeckoro ypoBHs. CrocoObl moakitoueHUsS K cetu. CeTeBbie
untepgericasie miatel (NIC). Cpenbl mepenadn NaHHBIX W HMX XapaKTEPUCTUKH: TPOIMYCKHAS
CITOCOOHOCTB, TTPOU3BOUTEIHLHOCTD. BHbl MeqHBIX ceTeBbIx kabenei: UTP, STP, koakcruaapHBIA. 6




KananbHblit ypoBeHB U €ro MoAypoBHU: YpaBieHue Jorudeckum kananoMm (LLC) u Yopasnenue
nmocTyroM K cpeze nepenaun qaHapix MAC. CTpyKTypa Kapa KaHAJIFHOTO YPOBHS M IPHHIIATIBI
4ero GopmupoBanust. CTaHAAPTH KAHATBHOTO YPOBHS. DU3nyecKas v JOTHIECKast TOTIOJIOTHS CETH.
T40monorumu «TOYKa-TOUKay, «3BE3/1a», IOTHOCBI3aHHAS», «KOJbIeBasy. [lomyayrnekcHas u
MOJTHOTyTIIEKCHAs nepenada naHHbix. Ocooennoctu kaapoB LAN, WAN, Ethernet, PPP, 802.11.

Certesble TexHosoruu Ethernet

CewmeiictBo ceteBbix TexHojoruit Ethernet. Ilpumamum pa6Goter Ethernet. B3ammopeiictBue Ha
nonypoBHsix LLC u MAC. Ynpasnenue noctynoMm k cpefe nepenaun gaHueix (CSMA). MAC-
aapec: unentudukamus Ethernet. AtpuOyter xampa Ethernet. IlpencraBnenms MAC-ampecos.
OaHO- 1 MHOTOAJIPECHOM, IHUPOKOBEATeNbHON pacchuiok. CkBo3HOe noakmoueHue, MAC- u IP-
azpeca.

[Tpotokon pazpemienus agpecos (ARP): mpuHnuns! paboTel, posib B mpoliecce yAaleHHOro oOMeHa
nmaaHbeIMU. Tabmuier ARP Ha ceteBhIX yerporicTBax. OCHOBHBIE HEAOCTATKH mpoTokoya ARP -
Harpy3ka Ha cpeny nepenauu JaHHBIX U O€30MAaCHOCTb.

OcHoBHas uH(pOpManus o moprax kommyraropa. Tadbmuiia MAC-aapecoB koMmMmyTaTopa. OyHKIUSA
Auto-MDIX. Cmoco0sl mepecbulku kaapa Ha kommytaropax Cisco. bydepuszamus mamstu Ha
komMmyTaropax. @OukcupoBaHHasT M MOAYyJbHas KOH(QUIypauuu KoMMmyTatopoB. CpaBHEHHE
KoMmyTaluu ypoBHs 2 u ypoBHs. Texnonorus Cisco Express Forwarding. BupryanbHbrii
uHtepdeiic kommyraropa (SVI), Mapmpyrusupyemerii nopt, EtherChannel ypoBus 3.
Kondurypanusi MapupyTu3upyemMoro mnopra.

CeTeBoii ypoBeHb

CereBoil ypoBeHb B TIpoliecce Inepenadn MaHHBIX. [IpoTokonsl cereBoro ypoBHs. OCHOBHBIE
xapaktepuctuku [P-porokona. Crpykrypa makeros IPv4 u IPv6. OcobeHHOCTH U IpeuMyIIecTBa
nporokona Pv6. Meronsl MapmpyTu3auud y3ioB. TaOnuma MaplipyTH3alMd — Y3J10B H
MapmpyTusaTtopa st mpotokoioB IPv4 u IPv6. YcrpoiictBo mapmipyrtusatopa — Ilpomeccop,
naMsATh, ONepalloHHas cuctema. IloakimodeHHe K MapHIpyTH3aToOpy Yepe3 pasIndHble MOPTHI.
Hactpoiika uCXOOHBIX MapaMeTpoB, HWHTEP(ENCcOB, NUI03a MO YMONYAHUIO U JAPYTHX
XapaKTEePUCTHUK MapuIpyTH3aTopa.

TpaHcHIOPTHBINA YPOBEHb

Ha3nauenue u 3agauu TpaHCIIOPTHOTO YPOBHS.

MynpTuIuIeKCUpoBaHue ceaHcoB cBs3u. Omucanune u cpaBHeHue nportokosnoB TCP u UDP —
HaJIOKHOCTh M MPOU3BOJUTEIBHOCTh, 00JaCTh MPUMEHEHHS. AJlpecaliss MOPTOB M CErMEHTAIHs
TCP u UDP. O6men nannsimu o TCP. Iponeccst TCP cepBepa. ¥Ycranosnenune TCP-coennnenus
u ero 3aBepiueHue. [IpuHnunel «tpéxcroponHero pykonoxarus» TCP. HanéxHocTs u ynpasienue
norokoM TCP - IlonTBepx/ieHHe NONyYEHHsI CETMEHTOB, IOTEps AaHHBIX U IOBTOPHAs Iepenaya,




ynpasieHne notokom. OO0MeH naHHbIMEH ¢ ucnonb3oBanuem UDP. Ilpoueccst u 3ampocsr UDP-
cepsepa, UDP-gararpammer, nporieccel UDP-knuenTa. [Ipunosxxenns, ncnonssyrommue UDP u TCP.

IP-anpecamust

Crpykrypa IPv4-anpecon. CereBast u y3ioBas yacth [P-aapeca. [IpeoOpazoBanue aapecoB MEKIy
JIBOMUYHBIM U JIeCATEpUYHBIM NpezcTaBaeHrneM. Macka noaceru IPv4. CeteBoii aapec, aapec y3na u
IIIPOKOBEIATeNbHBIN aipec cetu [Pv4. [IprucBoenne y3imy craTHaeckoro u fuHaMudeckoro 1Pv4-
aapeca. MuoroaapecHas nepenada. [lyonmansie n qactasie [IPv4-aapeca. [Pv4-anpeca
crenuansHoro HasHayeHus. [IpucBoenue [P-aapecos.

CoBMeCTHOE UCIOJIb30BaHue NpoTokooB IPv4 u IPv6: nBOWHON CTEK, TYHHEIUPOBAHUE,
npeoOpazoBanue. [Ipencrasnenue [Pv6-anpecos. [lpaBuna cokpamenus 3anvcu [IPv6-anpecos.
WnauButyansHBIN, TPYIIIOBOM, MPOU3BOILHBIN THUIIBI [Pv6-anpecoB. CTpyKTyphI JOKaJIbHOTO U
r00ansHOr0 HHANBHAYATBHBIX [Pv6-aapecoB. CraTiueckas 1 TMHAMUYecKasi KOHQUTypalun
r1o6ansHOTO MHANBHTyanbHOTO aapeca. [Ipomecc EUI-64 u cirydaitHo creHepupOBaHHBII
uaeHTudukaTrop uHTEpdeiica.

ICMP-cepBucel. Otnmuums ansi nporokonoB IPv4 u IPv6. Coobmenus ICMPvI6 «3ampoc k
MapuIpyTu3aropy», «OObsABICHHE OT MapLIpyTH3aTopa», «3ampoc COCEAHEro y3la» H
«O0BbsBIEHNE COCEIHEr0 y3ia». TecTUpOBaHME CETH C IIOMOILBIO 3X0-3ampocoB. TpaccupoBka
MapuipyTta. Bpems mpoxoxaeHus cursHaia B npsMoM u oOpaTHoMm HarpaBieHusx (RTT). Bpems
sxku3nu (TTL) IPv4 u penen nepexonos IPv6.

Pasznenenne IP-cereii Ha moaceTn

Cermenranus IP-ceteit. OOMeH MaHHBIMH MEXIYy HoJceTsIMH. IlTaHUpoBaHWE ajpecaluu B
nojceTsix. PacueTHple (GOpMyINbI JUisi CerMEHTAaIlMM ceTH. Pa30ueHHMe Ha TMOJCETH Ha OCHOBE
TpeOOBaHUIA Y3JIOB U CeTel, B COOTBETCTBUH C TpeOOBaHUAMH ceTeil. OnpeieieHne MacKu MOICETH.
Paz0Ouenue Ha mojceTH ¢ UCTIONB30BaHUEM Macku niepemeHHOH AnnuHBI (VLSM). bazoBas Mmonens u
HasHadyeHue OyokoB aapecoB VLSM. IlnmanupoBanue anpecanuu cetd. (OcoOeHHOCTH
npoektupoBanusi [Pv6-cetn. Pa3OmeHne Ha TOACeTH C WCHONB30BaHHEM HIASHTH(HKATOPA
uHTepdeiica.

10

YpoBeHb npuiioxeHui

YpoBeHb NPUIOKEHHHA, YPOBEHb INPEJICTABICHUS M  CEAHCOBBIM  ypoBeHb. IIpumepsl
pacrpocTpaHeHHbIX mpuiokeHuil. [IpoTokonsl ypoBHs npunokenuit. Oxnopanroseie cetu (P2P).
Mogens Tuna «kiaueHt-cepsep». 003o0p mporokoioB HTTP, HTTPS, SMTP, POP u IMAP.
Cnyx0a nomennbix uMéH (DNS). dopmar coobuiennii U uepapxuss DNS. Yrtunurta «nslookupy.
Cayx6a DHCP. Ilporokon nepemaun ¢aiinos (FTP). Ilporokon oOmeHa OiiokamMu CepBEpHBIX
coobOmenuit (SMB). Konneruu «Bceoobemmonuii Marepaer» BYOD. [loctaBka AaHHBIX 110
KOHBEPI€HTHBIM CETSIM.
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Co3nanne 1 HacTPOIiKa He0OJILIIOH KOMIIBIOTEPHOI ceTH

IInanupoBanHye U co3maHne HEOOIBIIONH KOMITBIOTEPHOM CETH: OIpeIeicHIE KITFOUEBBIX (haKTOPOB,

BBIOOD TOTIOJIOTHHN M CETEBBIX YCTPOMCTB, BEIOOP W HACTPOHKA MTPOTOKOJIOB, CHCTEMBI apEeCalliH.
Mepsbl 10 o0ecrieueHUI0 0€30IIaCHOCTH CETH. Y I3BUMOCTH U CETEBbIC aTaku. Pa3BepIBaTenbHbBIC
ataku, Ataku nocryma, Otka3 B oocimyxuBanuu (DoS-araku). PesepBHOe konupoBaHue,

0OHOBJIEHNE W YCTAHOBKA UCTIPABICHUNA. MeXceTeBble SKpaHbl. AYTEHTH(HUKAIHS, aBTOPU3AIUS H

yuét. Bknrouenue npotokona SSH.
@ainoBble CUCTEMBI MApUIPYTHU3aTOPOB W KOMMYTAaTopoB. Pe3epBHOE KOIMpOBaHHE

u

BOCCTAaHOBJIICHHE C TIOMOIIBI0 TEKCTOBBIX (aitnoB, mnpoTtokoma TFTP, USB-makomwurens.
Berpoennsie cimyx0b1 MapmpyTm3anmn. llogmepxkka OecipoBogHBIX moakimodeHnid. Hacrpoiika

BCTPOEHHOI'0 MapLIpyTH3aTOpa.

Temamuxa npakmuyecKux 3aHamuil u 1a00pamopHsvixX pabom

48

1

CocraBnenue kapTbl ceTd VIHTepHET ¢ MOMOLIBIO YTHIIUT «ping» U «traceroute»

2

Co3znanue npocToi ceTu:
* VYcraHOBKa ceaHca KOHCOJIH C CETEBbIM 000PYA0BaHUEM TIPH MOMOIIH MporpamMmel Tera
Term;
* Co3paHue ceTy;
* HacTpoiika OCHOBHBIX MAPAMETPOB KOMMYTATOPA.

[MpocMoTp cereBoro Tpaduka ¢ momoInkko nporpammel Wireshark.

[MoakroueHre KOMITBIOTEPOB K CETH C MOMOIIBIO Kabeneil 1 0eCrpOBOHBIX aIalTePOB:
* OrmpeneneHne CETeBBIX YCTPOWCTB U KaHAJIOB CBSI3U;
*  OO0XHM CEeTeBOro Kadens;
*  [IpocMOTp JaHHBIX O OECIIPOBOIHBIX U MPOBOHBIX CETEBBIX aJlalTePax.

Uzyuenwne Ethernet-rexHomOTHid:
* IIpocmorp MAC-anpecoB ceTeBbIX YCTPOUCTB;
* MHsyuenue kanpoB Ethernet c momoisio nporpammer Wireshark;
* IIpocmotp ARP ¢ momomsio nporpammel Wireshark, narepeiicoB KoMaHIHON CTPOKU
Windows u 10S;
*  Hcnons3oBanue uHTepdeiica komanaHoi ctpoku [0S ¢ tabmuiamu MAC-anpecos
KOMMYTaTopa.

ITocTpoenue cetn Ha 6aze MapIIpyTH3ATOPA:
* IIpocMOTp TabIHIl MAapPIIPYTH3AITUHN Y3IIOB;
* l3ydeHune pu3NIECKUX XapaKTEPUCTUK MapIIPyTH3ATOPA;
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* Co3zmaHue CeTH, COCTOSIICH U3 KOMMYTAaTOpa M MapIIpyTU3aTopa.

7 | V3yueHne TpaHCIIOPTHOTO YPOBHS:
* HaOmomenue 3a mporeccoM TpEXCTopoHHero «pykomoxatmsy TCP ¢ momormisio
nporpammbl Wireshark;
* UM3yuenue 3axBaueHHBIX faHHBIX DNS UDP ¢ nomMomisto mporpamMmsl
Wireshark;
* Usyuenwue 3axBaueHHBIX makeToB FTP u TFTP ¢ momompro mporpammer Wireshark.
8 | Hacrpotika [P-agpecaruu:
*  Hcnonbs3oBanue kanbKynsiTopa Windows B paboTe ¢ ceTeBBIMH aipecaMy;
* Kouseprauus IPv4-aapecoB B TBOMUHYIO CUCTEMY CUHMCIICHUS;
*  Ompenenenne [Pv4/IPv6-anpecos;
¢ Hactpoiika [Pv6-agpecoB Ha CETEBBIX yCTPOICTBAX;
* TecTtupoBaHme CETEBOr0 MOJKIIOYCHHUS C TIOMOIIBI0 KOMAHT «ping» u
«traceroutey.
9 | Cermenrauus IP-cereii:
* N3ydeHue KaiabKyJIATOPOB MOJICETEMH;
* Pacuér moacereit IPv4;
* Paznenenue cerel ¢ pa3IMUHbIMU TONOJIOTMSIMU Ha MOJCETH;
* PaspaboTka v BHEAPEHUE CXEMBI aJIpecalluy, pa3aenéHnoi na nmoaceru [IPv4-ceru;
PaspaboTka u BHeIpeHue cxeMbl azapecaru VLSM.
10 | IP-appecamus:
*  aHanm3 TpaduKa OJHOAAPECHON NIepeaadu, MUPOKOBEIATEIEHON U MHOT0apeCHON
PacchUIKH;
* HacTpoiika agpecamun [Pvo;
* mposepka anpecaunu [Pv4 u IPv6;
*  0TpabOTKa KOMIUIEKCHBIX MMPAKTUYECKUX HABBIKOB.
11 | CermenTanus [P-cereii:
*  OopraHu3alys MOACETH 10 PA3TUIHBIM CLIEHAPUIM;
* pa3paboTKa U BHEAPCHUE CTPYKTYPHI aapecamun VLSM;
*  BHEAPEHHE CXEMBI aapecaluy, pa3aeaéHHon Ha nojacetu IPvo-ceru;
*  0TpabOTKa KOMIUIEKCHBIX MPAKTUYECKUX HABBIKOB.
12 | M3y4yeHne OCHOBHBIX CETEBBIX CIYXO:

. M3yuenune dbyaknmuyn odMena daitiaMu MeXIy OJJHOPAHTOBBEIMHU YCTPOMCTBAMH
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omnpeneneHue npeodpazoBanuii PAT; *M3yuenue npasun pabotsl DNS;
. N3yuenue nporokona FTP.

13

ObecneueHne 0€30MaCHOCTH CETH:
* U3ydeHwue yrpo3 ceTeBoi 6€30MacHOCTH;
* JlocTym K ceTeBBIM yCTPOKUCTBAM 110 IpOoTOKoITy SSH;
* Obecneuenne 0€30MaCHOCTH CETEBBIX YCTPOUCTB;

14

AHanu3 KOMIIBIOTEPHON CETH M HACTPOMKA MapIIpyTHU3aTOPa:
* IlpoBepka 3a/iep>xeK B MEpeadn CETEBIX MMAKETOB C MOMOIIBIO YTHIIUT «ping»
«traceroute»;
* HcnonszoBanue uaTepdeiica komanaHou ctpoku (CLI) mist cOopa cBeneHMit 0 ceTeBhIX
YCTPOMCTBAX;
*  VmpasneHue ¢paitnamu KOHQUTYpAH MapUIPYTH3aTOPa C MOMOIIBIO POrPaMMEI
OMYJIAAIUU TEpMHUHAJIa
*  VYmpasnenue (aitnmamu KOHQUTYpAIUK YCTPOUCTB ¢ ucnois3zoBaraneM TFTP, hnem-mamstu
u USB-nakomnuTteneit
* l3ydeHue npouenyp BOCCTAHOBJICHUS NAPOJICH.

15

HpO@KTHpOBaHI/Ie " CO3AaHUC CCTHU I MAJIOTro MpPEAINpUATUA — HUTOTOBBIM IMPOCKT

Tema 1.2. [IpuHIUNIBI
MapIIPYTH3AUMA 1
KOMMYTalUU

Cooeporcanue

50

1

Beenenune B KOMMyTHPYeMble CETH

O6benunénnble ceTu. Mepapxusa B KOMMyTHpYyeMO# ceTh. Poiib KOMMYTHpPYEMBIX CETei.
KommyTtupyemas cpena. Jlnunamudeckoe 3anonHerne Tadaumnsl MAC-aapecoB KOMMYyTaTopa.
MeTto1pI IEPECBUTKH HA KOMMyTaTope. KoMMyTanus ¢ IpoMeXyTOYHbIM XpaHeHneM. CKBO3Has
KOMMYTaIusl.

KommyTtarmonnsie qomeHbl. CHUKEHUE TIEPETPY30K CETH.

OcHOBHBIEC KOHLIENIIIUM M HACTPOIIKA KOMMYTAILUH

OCHOBHbIE KOHIIEIMHU U HACTpOMKa KomMyTaluu. [lepBoHadanpHas HaCTpOMKa KOMMYTaToOpa U
BOCCTaHOBJIEHHUE I0CJIe CHCTEMHOTO c00s1i. HacTpoiika joctyma st 6a30BOTO yIpaBlIeHUS
kommyTtaTopom ¢ IPv4. JlymiekcHas cBs3b. HacTpoiika mopToB koMMyTaTopa Ha (pU3HuecKoM
ypoBHe. DyHKIVSI aBTOMAaTHYECKOTO onpeenieHus tuma kaoens (Auto-MDIX). [Iposepka
HACTpOeK mopta kommyraTopa. [lorck n ycrpanenne npobiaeM Ha ypOBHE AOCTYIIA K CETH.
Bbe3onacHocTh KOMMyTaTOpa. 3amMIIEHHBIN yaan€Habid qoctyn. Hacrpoiika SSH.
Pacripoctpanénnbie yrpo3sl 0e3onacHoCTH: nepernoiHeHne tTadmuis MAC-anpecos, DHCP-
cny(uHr, Ucnojib30BaHue ysa3BuMocteil mpotokona CDP, Araku Telnet u np. Ayaur u
MPaKTHYECKHEe PEKOMEHIAINH 10 o0ecTieueHrI0 0e30MacHOCTH ceTH. be3omacHocTs mopra
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kommyTtartopa. OtcnexxuBanne DHCP cooOmennii. @ynkuus 6e3onacHocTy mopTa. Buabl 3amuTe
MAC-anpecoB. Pexumsl pearnpoBaHus Ha HapylieHne 6e3omnacHocTu. [IpoBepka u HacTpoiika
moptoB. IIporokon cereBoro Bpemenu (NTP).

Bupryanbnsie 1okajabHble ceTd (VLAN)

Buptyansnsie nokanbublie cetr (VLAN) — kmaccudukanus 1 OCHOBHBIE XapaKTEPUCTHKH. TpaHKH
BHUPTYaJIbHBIX ceTeil. KoHTpoab mupokoBemarenbHbIX JoMeHOB B ceTsix VLAN. Teruposanue
kanpoB Ethernet minsa unerrndukanum cetn VLAN. Cetn native VLAN u TerupoBanme cTaHmapTa
802.1Q. Teruposanue ronocoBoit VLAN. Peanu3zaruu BUpTyanbHOI TOKaJIbHOM ceTH.
Hasnauenue noptoB cetssim VLAN. HacTpolika TpaHKOBBIX KaHaJIOB. IIpOoTOKOI JUHAMUYECKOrO
co3manus TpankoBoro kanana (DTP). [louck u ycTpaneHre HETOIa0K B BUPTYaIbHBIX JTOKATBHBIX
CEeTSAX W TPAHKOBBIX KaHanax. [Ipodnemsl ¢ IP-anpecanueii cetu VLAN. HecoBnagenus pe:xuMoB
TpaHKOBOH cBsi3u. [IpoekTupoBanue u obecriedenue 6ezonacaoctu VLAN: hopping, cnydunr
KOMMYTaTopa, aTaka ¢ TBOMHBIM TerupoBaHueM, Cets PVLAN nepumerpa. [lpaktudeckue
PEKOMEHJALIMH 10 TPOCKTUPOBAHUIO BUPTYAIbHOM JOKAJIbHOMN CETH.

Konuenuust MapmpyTrusanum

Hacrpoiika mapuipytuszaropa. MexaHu3Mbl EpeCbUIKM NakeToB. IlokiIoueHre U HaCTpoOKa
ycTpoiicTB. CBETOINOIHBIE MHANKATOPHI HA MapIIpyTH3aTOpe. AKTHBALMA U HAacTpoiika IP-
aapecaryn. [IpoBepka cBsI3HOCTH ceTell ¢ MpsMBbIM NOAKII0UeHneM. [IpoBepka HacTpoek
uHTepdeiica. GunbTpanys BHIXOAHBIX TaHHBIX KoMaH «show». KoMMyTanus nakeToB Mexmty
ceTsamu. OYHKIMA KOMMYTallMU Mapiipytuszaropa. Mapmpyrtusanus naketos. OnpenencHue myTH.
[Iporecc mpuHATHS PEIICHUS O MIEPEChIIKE MaKkeToB. BriOop onTuManbHoro myTH. [IpoTOKOIBI
RIP, OSPF, EIGRP. Pacnipenenenue Harpy3ku. AIMUHHUCTpUpOBaHHe pacctosiHue (AD) u
HaJIeKHOCTh MapuIpyTa. AHanu3 TaOlIuLl MapIIpyTH3alUl — UCTOYHUK JAHHBIX, TPUHLINIIBI
(bopMHpOBaHKE BO3SMOXKHOCTH HACTPOUKHU. 3alMCH TaOIULbI MAPLIPYTU3ALMN AJISl CETEeH C MPSIMbIM
MOJIKITIOYEHUEM. 3aJJaHie CTaTUYECKUX MapuIpyToB. [[poTOKOIbI IMHAMUYECKOH MapIIpyTH3alluU
cereil [IPv4 u [Pv6.

Mapmpyrusanus mesxkny VLAN

[punnumnet pabotel MapmpyTr3anuu mexay VLAN. Hacrpoiika mapiipyTtu3zanuu Ha 6ase
MapHIPYTU3ATOPOB ¢ HECKOJILKUMU (PH3HMYECKHMHU HHTepdeiicaMu, ¢ HCIIOIb30BaHHEM
KOH(UTrypauu router-on-a-stick, uepes MHOroypoBHeBbIi KOMMyTaTOp. [IpoOnemsbl
MmapipyTtuzanuu mexay VLAN. [IpoBepka KOHPHUTypauyu KOMMYTaTopa 1 HaCTPOEK
Mmapmipytusaropa. Henonanku B pabore nnTepdeiica. Ommbku B IP-anpecax 1 Mackax MoICETH.
Hactpoiika 1 pabora koMmMmyTauuu Ha 3-M ypoBHe. Mapmpytuzanus Mmexay VLAN uepes
BUPTyaJbHbIE HHTEP(EHCh KOMMYTAaTOPa, MapIIPYTU3UPYEMbIe TOPTHL. Henonaaku B HacTponKax
KOMMYyTaTopa 3-T0 YPOBHS.
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CraTuyeckasi MAapIIPyTH3ALHSA
[IpenmytiecTBa 1 3a/1a4u CTATUYECKON MapIIPYTH3AIMU. THUITBI CTATHYECKUX MapIIPyTOB:

CTaHJAPTHBIH, 10 YMOIYAHUIO, CYMMapHbIX, IuaBatomuil. Hactpoiika cTaTH4eCKUX MapIIpyTOB
IPv4 u IPv6. Komanna «ip route». Mapupyt crieayromero nepexoaa. HampsiMyro moaxiarou€HHbIH
craTu4ecKuid MapipyT. [10JHOCTBIO 3alaHHBIN cTaTHYECKUH MapiupyT. HacTpoliika cTatuueckoro
MapuipyTa no ymonuanuro. Knaccopas agpecanus. KnaccoBsle Mmacku noacetu. beckiaccopas
mexxgoMennas Mapmpytuzanus CIDR. O6benunenue mapipytoB. Opranusanus cynepceTei.
Hcnonp3oBanue Macok mojacet puxcupoanHoi 1uymmHbl (FLSM). Macka noncetn nepeMeHHON
mmebl (VLSM). Hactpoiika cyMMapHBIX U TUTABAIOIINX CTATHYECKUX MapmpyToB. Pacuér
cymmMapHoro mapiipyTa. Oobenuaenne ceteBbix aapecos IPv4 u IPv6. Tlouck u yctpanenue
HENoJaJ0K B HACTPOHKAX CTaTHYECKOr0 MapiipyTa ¥ MapHipyTa o yMOITYaHHIO.

JluHaMuyeckas MapmIpyTH3auus
ITpoToKOIBI AMHAMUYECKOH MapLIpyTU3aMK — Ha3HAYECHUE, IPUHLHIIBI Pa0OThl M HCTOPHUS
pazButus. CpaBHEHHE TUHAMUYECKOW U CTaTHYECKOM MapipyTu3anuu. [IpuHIUIEI paboThl
MPOTOKOJIOB MapHIPYTH3AIIMK: IyCK MOciie BKIItoYeHus nuTanus, CereBoe oOHapyxeHue, OOMeH
JaHHBIMU MapupyTtuzanuu, Obecneuenue cxogumoctu. Kinaccngpukanus mpoTokoaoB
Mapupytusanuu. [Tporoxonst IGP u EGP. JlucranumonHo-BekTopHbIe poTokoisl RIP, IGRP.
[TpoTokomnbl MapupyTH3anuu 1o cocrosauto kanana OSPF u IS-IS. KnaccoBrie u 6eckiaccoBble
MPOTOKOJIBI MAPIIPYTH3ALUH. XapaKTEPUCTUKU 1 METPUKH ITPOTOKOJIOB.
JuHamuueckasi TUCTaHIIMOHHO-BEKTOPHASA MapIIpyTH3anus. JJucTaHIMOHHO-BEKTOPHBII
anropuT™M. MexaHnu3Mbl OTIPABKH U MOTYYeHHS JaHHBIX MapLIpyTH3ANH, pPacyéra ONTHMaIbHBIX
nyTel u 1o0aBIeHUs] MapUIPYTOB B TAOIHUIYy MaplIPyTH3aIUH, OOHAPYKEHHS U pearupoBaHuUs Ha
u3MeHeHus B Tononoruu. Hacrpoiika nporokona RIP: Bkiatouenue RIPV2, otkintouenue
aBTOMATHYECKOTO 00BbEeIMHEHUS], HACTPOHKA IMACCHUBHBIX HHTEp(EHCOB, Iepeaaya MapuipyTa 1o
yMonuanuto 1o cetu. Hactporika nmporokosia RIPng. [Iponecc MapuipyTu3anuu no COCTOSHUIO
kanasa. Hello nmpotoxon. maker coctosiHust kanana (LSP). JlaBunHas pacchlika TakeToOB COCTOSHUS
KaHaja. JIaBuHHas pacchlIKa MaKeTOB COCTOSHUA KaHana. Co3/laHue JiepeBa KpaTJalIluX My Tel
SPF. [Jo6aBnenne mapmpytoB OSPF B Tabmuiry mapipytusanud. HegocTaTku mpoTOKOIOB
MapLIpyTU3alMU 110 COCTOSHUIO KaHaa. Ta0nuua MapmpyTu3anuy. 3alucu ¢ IPIMbIM
MOJIKITIOYCHUEM U yIal€HHOU ceTh. J[MHaMudeckn ronydaemble Mapipythl [Pv4/6. [Ipomecc

MOMCKA MapIipyTa.

OSPF a5 onHoii obs1actu

CewmeiictBo mpotokonoB OSPF. Xapakrepuctuku, npuHUUNb! padboThl U KomoneHTsl OSPF.
Oco6ennoctu OSPF st onHOM 1 HECKOIBKHUX oOnacteil. MarucrpanbHas oonacts. MHKancysiuums
coobmenuit OSPF. Tumnsr maketroB OSPF: maker npusercTBus (hello), maker onmcanus 6a3p
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nmannbeix (DBD), maket 3anpoca coctosiHus kaHana (LSR), makeT 0OHOBIEHUS COCTOSHUS KaHaja
(LSU). maket noareepkaenus coctosans kaHama (LSAck). OOHOBICHHs COCTOSHUS KaHaja.
Pa6oune coctosiuust OSPF. Brinenennsiii (DR) u pe3epBHBIN BBIIEICHHBIN MapIIipyTH3aTOP
(BDR). Cunxponmzauus 6a3 nanasix OSPF. Hactpoiika OSPFv2 nist onHoii o6nactu. Pexum
KOH(UTYpalul WACHTUPHUKATOPBI MapiupyTuzaropa. Vcrnons3oBanue untepdeiica loopback.
Bximrouenne OSPF na nntepdeticax. lllabnonnas macka. Komanma «networky». HacTtpoiika
naccuBHbBIX uHTEpdeticoB. Popmyna pacuéra merpuku croumoctd OSPF. Hactpoiika 3HaueHuit
MPOMYCKHOH criocoOHocTH nHTEpdeiica. [IpoBepka coceTHMX YCTPOUCTB, HACTPOEK MPOTOKOIIA,
JaHHBIX npouecca u Apyrux xapakrepuctuk OSPF. CpaBuenue OSPFv2 u OSPFv3. Anpeca tumna
link-local. Tomosorust cetu OSPFv3. Hactpoiika unenrudukaropa mapiipyruzaropa OSPFv3.
Brurouenue OSPFv3 Ha untepdeiicax.

Cnucku koHTpoJs aocryna (ACL)

Crucku kouTpois goctymna (ACL). [puammmn pabotet ACLcnuckoB. Tumbr ACL-ciiucko Cisco
st [Pv4. Tlpuceauanue HomepoB u uMéH ACL-cniuckam. Pacué€r mabdnonnoit macku B ACL-
cniuckax. Pexkomennanun no coznanuio u pazmenienuto ACL-criuckoB. Pasmenienue cranaapTHBIX
u pacmpeHHbx ACL-cimekoB. Hactpoiika crangaptaoro ACL-criucka. [Ipumenenne
cranfapTabix ACL-crinckoB Ha unTepgeiicax. Kommenrapun k ACL-cinckam. [Iposepka u
pelakTHpOBaHKE CTaHIAPTHBRIX HyMepoBaHHBIX ACLcnuckoB. ACL-cTarucTuka. 3aiiira nopTos
VTY c nomonisto crangaptHoro ACL-crincka IPv4. CtpykTypa n HacTpoiika pacmmpeHHbix ACL-
cnuckoB st [Pv4. @unbrpanus Tpaduka ¢ ucnoiab3zoBaHueM pacmmpeHHbx ACL-crnuckos.
[Mouck u ycrpanenue Henonaaok ACL-crinckoB. Pacipoctpanénnsie ommbkun ACL-criuckos.
Cpasuenne ACL-cninckoB juisg [IPv4 u IPv6. Hacrpoiika u npoBepka ACL-crinckoB miis IPv6.
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IIporoxos DHCP

ITporoxon DHCP. DHCPv4: 6a3oBas onepauus, popmat cooduienuii, cooOuieHust oOHapy>KeHUS U
npemnoxenns. Hactpoiika, mpoBepka u perpancisius mpoctoro DHCPv4-cepsepa. Hactpoiika
Mapuipytuzaropa B kauectBe DHCPVv4-knuenta. Hactpoiika mappytuzatopa kiacca SOHO.
[ouck u ycrpanenue Henonaaok B padore mapumpyruzaropa DHCPv4. IIpotokon DHCPvG6.
ABTOMaTHuecKas HacTpoika aapeca 0e3 orciexxknBanus coctoaaus (SLAAC). Ipuaimn paboTs
SLAAC ¢ DHCPv6. DHCPv6 ¢ u 6e3 orciexxuBanus coctosiaus. [lporeccesr DHCPv6. Hacrpoiika
MapupytusaTopa B kauectBe DHCPv6-cepsepa 1 DHCPv6-kinenTa. [lonck u ycrpanenue
Hernouanok B pabore DHCPv6.

11

IIpeoOpa3zoBanne ceTeBbIX aapecoB IPv4

[IpeobpaszoBanue cereBrix afapecos [Pv4. KonnenrtyansHoe mpeoOpa3oBaHue CETEBBIX aAPECOB
(NAT). Tepmunonorus u npuauunsl padotel NAT. IIpoctpancTBo yactHeix [Pv4-agpecos.
Cratndeckoe U JHHaMIIeckoe mpeodbpazoanue ceteBblx aapecoB (NAT). IIpeobpazoBanme
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aapecos optoB (PAT). Cpasuennie NAT u PAT. IIpeumymiecrsa u venocratku NAT. Ananus
cratuaeckoro npeodpazoBanus NAT. [Tpuamun padotsr nuHammdeckoro NAT Hacrpotika u
npoBepka NAT, PAT. [lepeanpecarus moptoB. Hactpoitka NAT u potokoia IPv6.

ITouck u ycrpanenue Hernonaaok B padbore NAT.

Temamuka npakmuueckux 3aHAmMUL U 1a60pamopHLIX padom 50
1 | Hacrpotika komMmmyTaTOpa:
* basoBas HacTpoiika KOMMyTaTopa; 2
* Hacrpoiika napameTpoB 0€30MaCHOCTH KOMMYTAaTOpa.
2 | Hacrpotika 6e301macHOCTH KOMMYTaTOpa:
* Hacrpoiika npotoxona SSH;
*  Hacrpoiikadhyukuun Switch Port Security; 4
* Tlouck u ycTpaHeHHE HENONAJOK B CHCTEME O€30MacCHOCTH MTOPTOB KOMMYTATOPa;
OTtpaboTKa KOMIJICKCHBIX IPAKTHYECKUX HABBIKOB.
3 | Kordurypammus cereit VLAN:
*  Kouduryparus cereii VLAN U TpaHKOBBIX KaHAJIOB;
* [louck U ycTpaHEHHUE HEMONaA0K B KoHpurypanuu VLAN; 4
*  Peanuzanus cucremnl 6e3omnacHocty cetu VLAN;
*  Peammzanus ceteit VLAN 1t cerMeHTaIum ceTell mpeAnpusaTHiA MAJIOTO U CpelHero On3Heca.
4 | Hactpoiika MapmipyTu3aTopa:
* Hcnonp3oBaHue KOMaH bl traceroute A1l OOHAPYKEHUS CEeTH;
*  JIOKyMEHTHUPOBaHHUE CETH; 4
*  Hactpoiika unrepdeticos [Pv4 u IPv6;
* Hacrpoiika u ipoBepKa HeOOIBIIOH CceTH;
HccnenoBanyne MapuIpyTOB € IPSMBIM TOJKIIOYEHHEM.
5 | Hacrpoiika MapmipyTH3amnuu:
* Cocrapnenue cxemsl cetu HTEpHET;
*  Hactpoiika 6a30BBIX TapaMeTPOB MapIIPyTH3aTOpa C IOMOIIBIO HHTEepdelica KOMaH THOH 4
ctpoku (CLI) cucremsr Cisco 10S;
*  Hactpoiika 6a30BbIX TapaMeTpOB MapuipyTuzaropa ¢ nomoupo CCP.
6 | Mapmpyruzanus mexxay VLAN:
* Hacrpoiika mapmpytuzamun Mmexay VLAN s kaxmoro uarepdeiica; 4

Hactpoiika mapmpyruszannu mexxy VLAN Ha ocHoBe crangapra 802.1Q u TpaHKOBOTO
KaHaJa;
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* llouck u ycTpaHeHHE HEMONAJ0K B MapupyTu3auu Mexay ceraMu VLAN.

7 | Hactpolika cTaTHYECKOW MapIIpyTH3AIHH;
* Hacrpoiika cratnueckux mapupytos [IPv4/IPv6 mo ymomrganwro;
* Paszpabortka u peanuzanms cxeMbl anpecarun IPv4 ¢ ncronp3oBanneM VLSM;
¢ Pacuér cymmapusix MapuipyTtoB [Pv4 u [Pv6;
* [louck u ycTpaHeHHe HEMOJIAOK CTaTHUeCKuX MapmpyToB [Pv4 u [Pv6.
8 | Hactpolika nnHaMHUYECKOI MapIIpyTH3AIHN:
. HccnenoBanne cXOIMMOCTH,
. CpaBHEeHHE METOJIOB BHIOOpPA ITyTH B poTOKOmax RIP.
9 | Hacrpotika mpotokoinoB RIPv2 u RIPng.
10 | Hacrpoiika npotokonos OSPF:
. Hactpoiika 6azoBoro nporokxona OSPFv2 nns ogaOM 06nacTy;
. bazoBas HacTpoiika mporokona OSPFv3 mns ogHOM oOmacTy.
11 | By4yenne MexaHU3MOB pabOTHI CO CIIMCKAMU KOHTPOIIS TOCTyIA!
* HarnsaHoe npejacrasienue padbotbl ACL-criucka;
* Hacrpoiika ctanaaptabix ACL-crinckos;
* Hacrpoiika cranaapTHbIx HMeHOBaHHBIX ACL-crinckoB;
* Hacrpoiika ACL-cniucka mist muauit V1Y
* Hacrpoiika pacmmpeHHbIX ACL-CITUCKOB A7 pa3IUYHBIX CIIEHAPHEB;
* Ilouck u ycrpanenue Henonagok B padote ACL-cnuckoB;
* Hacrpoiika ACL-cinckos [Pv6;
*  OrpaboTKa KOMIUIEKCHBIX NPAKTHYECKUX HABBIKOB.
12 | Hacrpoiika ACL-criuckoB:
* Hacrpoiika u npoBepka ctangapTHbIX ACL-CIHCKOB;
* Hacrpoiika u npoBepka orpanudyeHuii VIY;
* Hacrpoiika u npoBepka pacmmupeHHBIX ACL-CITucKOB;
* Ilouck u ycTpaHeHue HEMONAJ0K B HACTpoiike u pasmemmeHun ACL-
CITUCKOB;
* Hacrpoiika n npoBepka ACL-cnimckoB st [Pv6.
13 | Usyuenue npotokonos DHCP:

* bazoBas nactpoiika DHCPv4 Ha mapuipytuszaTtope;
* bazoBas nactpoiika DHCPv4 Ha koMMmyTaTope;
* Tlowuck u yctpanenue Henonagok B pabore DHCPv4;

17



* Hacrpoiika cepsepa DHCPv6 6e3 oTciiexkrBaHus COCTOSHUS U C OTCIICKUBAHUEM COCTOSHUS;
* Tlowuck u ycrpanenue Henonagok B pabotre DHCPv6.

14 | Nsyuyenne npotokoixa DHCP:

*  Hacrpoiika npotokosa DHCP ¢ momompio komana Cisco 10S; 2
*  OrpaboTKa KOMIUIEKCHBIX IPAKTUUYECKUX HABBIKOB.
15 | IIpeoOpa3oBaHue CETEBBIX aAPECOB:
*  U3yuenue npuHnmna padbotrsl NAT;
* Hacrpoiika ctatuueckoro u guHamudeckoro NAT;
*  Peamuzanums craruyeckoro u guHamudeckoro NAT; 4
* Hacrpoiika nepeaapecaiiuu mopToB Ha MapuipyTtusaTope Linksys;
* lIpoBepka, MOWCK U yCTpaHEHHE HETONa 0K KoHpuryparmii NAT;
*  OrpaboTKa KOMIUIEKCHBIX NPAKTUUYECKUX HABBIKOB.
16 | Nzyuenne pabotel c NAT u PAT:
* Hacrpoiika nuHamudeckoro u cratudeckoro NAT; 2
* Hacrpoiika NAT-nyna c neperpy3koii u PAT;
* [louck u ycTpaHeHue Henoyaaok konpurypanuid NAT.
IIpumepHasi TeMaTHKa CAMOCTOSATEIbHOM y4eOHO#i padoThI:
. CucremaTtnueckas mpopad0TKa KOHCIEKTOB 3aHATUH, Y4eOHOM U crienuanbHON TEXHUYECKON JIUTEPaTyphl.
. KoncnektupoBanue Tekcra, paboTa co coBapsMU U CIPABOYHUKAMU, O3HAKOMJICHHE C HOPMAaTUBHBIMU JJOKYMEHTaMH,
yaeOHO-uccienoBaTenbckas padoTa Mpyu caMoOM IITUPOKOM UCTIONb30BaHuH MHTepHeTa 1 apyrux | T-TexHomoruid. 12
. IIpoexTHbie popMBI PaOOTHI, MOATOTOBKA COOOIIEHHH K BBICTYIJICHUIO HA CEMUHApaX U KOH(PEPEHIIUAX; OrOTOBKA
pedepaToB, 10KIATOB.
. IMonroroBka k 71a00pPaTOPHBIM U MPAKTUYECKUM pabOTaM C UCIIOIb30BAHHEM METOJIMYECKUX PEKOMEHIAIUN TTpernoaaBarers,
odopmiteHre J1a60PaATOPHO-TIPAKTUUECKUX PAOOT, OTYETOB M MOJATOTOBKA K UX 3aIUTE.
O0s13aTe/IbHbIE ayTUTOPHbIE YYeOHbIE 3aHITHS 10 KyPCOBOii pagoTe (POEKTY)
— Odopmnenue u crpykrypa KII.
— Bp100p TEMBI, cOTIIacOBaHKE C PYKOBOJIUTEIIEM CTAXKUPOBKHU.
— Bpigava TeM MHAMBHAYAIBHBIX 33IaHUH, 0(OpMIICHHE JIICTA 3a/IaHue. 16

— Koncyneranus no 113, opopmnenue KII.
— Koncynbramus no npaktndeckor yactu KII. BeimonHeHne npakTHYecKoN 4acTH.
— 3ammra KypcOBbIX ITPOEKTOB.
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Koncyabranun 2
IpoMe:KyTO4YHAS aTTECTALMS 6
Pa3nen 2. Opranusanus, 260
NPUHIHUIBI TOCTPOEHUS H
byHKkuHMOHMpPOBaHUS
KOMIIBIOTEPHBIX ceTeil
MJK.01.02. Opranu3auus, 260
NPMHUUIIBI TOCTPOEHUS U
(pyHKIMOHHPOBaHUS
KOMIILIOTEPHBIX ceTell
Tema 2.1. MapupyTuzauus u Cooepircanue 56
KoOMMYyTaums. 1 | Beenenue B MacmiraGupoBanue cereii
MacurabupoBanue cerei Peanuzanust npoekra cetu. [IpoexT nepapxuueckoii cetu. Pacmmpenue cetu. Beibop ceteBbix 8
ycrpoiictB. KommyTtanmmonHoe 000opynoBanue. MappyTruzaTopsl. Y IpaBIsIONIIe yCTPONWCTBA.
2 | U30b1TounocTs LAN
[MousTrs mpoToKona spanning-tree. [IpeqHasHadeHne npoTokoa spanning-tree. [IpuHIMT paboThl 10
STP. Tumnst nporokosnoB STP. Hacrpoiika npotokona STP. Hactpoiika PVST+. Hactpoiika Rapid
PVST+. [Ipobaemsl HacTpoiiku STP.
3 | ArpernpoBaHue KaHaJOB
OCHOBHBIE TTOHATHUS arPErHPOBaHKs KaHAIIOB. ArperupoBanue kananos. [IpuHImN padboTe 8
EtherChannel. Hactpoiika arperupoBanus kanaiaoB. Hactpoiika EtherChannel. IIpoBepka, nouck u
ycrpanenue Henosanok B pabore EtherChannel
4 | BecripoBoaHbBIE JTOKAJIBHBIE CETH
Konnenmmu 6ecripoBogHOM cBsI3u. BBeneHne B 6ectipoBoaHy 0 cBs3b. KoMmoneHTs ceteit WLAN.
Tononoruu cereit WLAN 802.11. IIpuniumnst paboTel 6ecipoBOAHOM J0KanbHOM cetu. CTpyKTypa
kajpa 802.11. dyHKkHoHUpOBaHUE OECIIPOBOIHOM CBSI3U. YTIpaBlieHHE KaHaIaMu. be30omacHOCTb
OeCITPOBOIHBIX JIOKATBHBIX ceTel. Yrpo3sl it ceredr WLAN. OGecnieuenue 6€3011acHOCTH 10

WLAN. Hacrpoiika GecripoBoJHBIX JIOKJIbHBIX ceTeld. HacTpolika 6ecripoBogHOTO
Mapuipytuzaropa. Hactpolika 6ecripoBoaHbIX KiMeHTOB. IIoMCK 1 ycTpaHeHHE HETIOJal0K B
pabote cereit WLAN.
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Hacrpoiika u yctpaneHue HemoJiagok B padore OSPF nis oxHoii o61acTn

Pacmmpennsie mapameTpsl mpotokona OSPF mist ogHo# obmacTi. MapiipyTrzanns Ha YpOBHSIX
pacupenenenus u sapa. OSPF B ceTsx ¢ MHOXKECTBEHHBIM TOCTYIOM. PacmpocTpanenne mapiipyTta
no ymonmuanuto. Touynas HacTpoiika uatepdeiicos OSPF. 3ammura OSPF. Ycrpanenue Hemonamok
peanu3zanuu npotokona OSPF ans ognoit obnact. CocraBisionye NpoLueayphl MOUCKa 1
ycTpaHeHust Henonaaok B padbore OSPF ans omHoit o0mactu. [louck u ycTpaHeHHe HEMOIAI0K B
mapmpytuzanuu OSPFv2 mis onsoit oonactu. [ouck u ycrpanenue Henonanok B OSPFv3 s
0JTHOM o0JslacTu

10

OSPF ni1s1 HeCKoJIBLKHUX 00J1acTeH

[Mpuranun padoter OSPF mis neckompkux obmacteit. Haznauenne OSPF aist HeckoabKuX oOIacTei.
[Mpuanun padots! maketoB LSA B OSPF myist Heckonbkux obnacreit. Tabnuia MapipyTH3anuy 1
tunsl mapupyToB OSPF. Hactpoiika OSPF mist Heckonbkux obnacreit. Hactpoiika OSPF mns
HecKonbkux obmacteit. O0bequHenne MapiipyToB OSPF. IIposepka OSPF mis Heckompkux
o0macTen.

10

Temamuxa npakmuyecKux 3aHamuil u 1ad0pamopHslx pabom

Pa3BepThIBaHNE KOMMYTUPYEMOM CETU C PE3EPBHBIMU KaHAJIaMU

Hacrpoiika Rapid PVST+, PortFast u BPDU Guard

Hacrpoiika npotokona GLBP

OnpeeneHne TUIIOBBIX OMUO0K KoHpurypamun STP

Hactpoiika EtherChannel

ITouck n ycrpanenue Hernonanok B padore EtherChannel

ArperupoBaHie KaHaJIOB

Hactpotiika 6ecipoBoAHOTO MapIIpyTH3aTOpa U KIMEHTa

OO N OO B WIN -

Hactpoiika 6azoBoro nporokomna OSPFv2 ans ogHoit oOnactu

[N
o

Hactpoiika OSPFv2 B ceT MHOXXECTBEHHOTO JIOCTYIIa

=
(BN

Hactpotika pacmupennsix ¢pynkimin OSPFv2

=
N

[louck u ycrpanenue Henosnagok B padoTte ocHOBHBIX MpoTokosioB OSPFv2 u OSPFv3 ans ognoit
obnactu

I F NN NN N TN S NN N ESTR e

13

ITouck n ycTpaHeH#e HENoJaI0K B paboTe ycoBepiieHcTBOBaHHOTO ipoTokona OSPFv2 s onHoi
oOnactu

o

14

Brnanenune HaBbIKaMH [TOMCKA M yCTpaHEHHs Hemonaaok B padote OSPF

o

15

Hacrpoiika OSPFv2 s HeCKOIbKHUX 00acTei
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16

Hactpoiika OSPFv3 ans Heckonbkux obnactei

17

ITouck n ycrpanenne Henoianok B pabore OSPFv2 u OSPFv3 mis Heckombkux obmacreit

Tema 2.2. CoeanHenue cereii.

Cooeporcanue

58

1

IloakaroueHue K rj00a1bHOI ceTH

00630p TexHOJIOTHIA TII00aBHOM ceTH. Llenms co3manus rmodansHbIX ceTeil. [IpuHImT padboTs
rio6anpHOU ceTr. BbiOop TexHOMOTHY r100ansHOM cetn. CepBUCH TTI00AEHON CETH.
HHdpacTpyKTyphl 4aCTHBIX II00aNBHBIX ceTei. MHdpacTpyKkTypa 001e0CTyHOM To0anbHOR
cet. BEI60Op cepBUCOB TI100aNBHOI ceTH.

CoenniHeHUE «TOYKA-TOYKA»

0030p MocIe0BaTENFHOTO COSTMHEHUS «TOUKA-TOUKa». CBsI3b 0 MOCIIEI0BATEIILHOMY KaHAIy.
Wuxancynsimust HDLC. Tpuanun paboTs! npotokona PPP. IIpeumymectsa npotokona PPP. LCP u
NCP. Ceancer PPP. Hacrpoiika npotokona PPP. Hactpoiika nmporokona PPP. Ayrentudukanus
PPP. Otnanka coenuneanid WAN. Otnanka PPP.

10

Pemmennsi mmpoKoOMoJI0CHOTO 10CTyNA

VY nanéunas padora. [Ipeumyinectra ynanéuHoi padotel. busHec-TpeOoBaHus 1 YIAIEHHBIX
pabotHuKoB. CpaBHEHHE PElIeHUH mHMpoKonoiocHoro gocryna. Kadens. DSL. becripoBoauble
HIMPOKOTIOJIOCHKIE CeTH. BBIOOp pelieHuii NMpoKOmoIoOCHOTO JocTyna. HacTpoiika moqKimtoueHni
XDSL. O630p PPPoE. Hacrpoiika PPPoE.

10

3ammuTa MexkpuIHAIbLHON CBA3M

Cetn VPN. OcHoBsl ceteit VPN. Tunsl cereit VPN. Tynnenn GRE mexny oObexramu. OCHOBBI
GRE. Hacrpotika Tynneneit GRE. O6mue ceenenus o6 IPsec. 3amura nporokona IP. Ctpykrypa
npotokoia IPsec. Y nanénnsrii noctyn. Pemenus VPN s ynanénnoro goctyna. Cetu VPN
yIaNEHHOTO JI0CTyIIa ¢ ucroyib3oBanueM [Psec.

10

MonuTtopunr Cetn

Syslog. Ipunnumn padotsr Syslog. Hacrpoiika Syslog. SNMP. Tpunrwmn pabotsr SNMP.
Hacrpoiika SNMP. NetFlow. [Tpuniun padotsr NetFlow. Hacrpoiika NetFlow. [IpoBepka moneneit
Tpaduka.

10

OTtiaaagka ceTn

ITouck 1 ycTpaHeHHE HEIOJIaI0K C UCIIOJIb30BaHUEM CUCTEMHOI0 oaxoaa. JlIokyMeHTaIus 1o
cetu. [Iponeaypa morcka u ycTpaHeHus: HemoaoK. M3omsius npoOieMbl ¢ TIOMOIIBEO
MHOTOYPOBHEBBIX Mojienell. Otianka cetu. CpecTBa MOUCKA U YCTPAHEHUS HETIONA0K.
CI/IMHTOMBI nu HpI/IT-II/IHLI OTJIAAKU CCTH. HOI/ICK nu YCTpaHeHI/Ie HCITOJIAaA0K CBA3U B CETAX IP

10

Temamuka npaKkmuueckux 3aHAmMuUIL U 1a60pamopHuIX padbom

50
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Hactpoiika 6a3oBoro PPP ¢ ayrentudukanmeit

Otmagka 6a3oBoro PPP c ayrenTndnkanueit

IIposepka PPP

Hactpoiika mapuipytuzatopa B kauectBe kiueHTa PPPoE nns nmonkmouenus DSL

Hacrpoiika Tynnens VPN GRE no cxeme «Touka-Touka»

Pa3paboTka TeXHHIECKOTO OOCITY)KHBAHUS CETH

Hacrpoiika Syslog u NTP

N3ydeHune nmporpaMMHOT0O 00CCIICUSHHS ISl MOHUTOPUHTA CETH

OO N OO B WI N

Hactpoiika SNMP

[EN
o

Co6op n ananu3 nanHbeix NetFlow

=
=

WHucTpyMeHTapuii CeTEeBOro afMUHUCTPATOPA JIJIsl HAOIFOICHUS

=
N

Cooii B paboTe ceTn

13 | Pa3paboTka qoKyMeHTauN

O0s13aTe/IbHBIE aYTUTOPHBIE YUeOHbIE 3aHATHS 10 KYPCOBOii padoTe (IPOEKTY)

— Odopmnenue u ctpykrypa KII.

— BrI00p TEMBI, cornacoBaHue ¢ pyKOBOJUTENIEM CTaKUPOBKH.

— Bbraya Tem HHIMBUAYANTBHBIX 3aJlaHUH, OhOpMIIEHUE JTMCTA 3aJaHHE.

— Koncynbranus no 113, opopmiienue KII.

— KoHcynbramus no npakrudeckor yactu KII. BeinmonHenne npakTHyecKon 4acTH.
— 3ammra KypcoBbIX IPOEKTOB.

KouncyabTanun

HpOME)KyTO'lHaH aTrrecranus

IIpumMepHasi TeMaTHKA CAMOCTOATEILHON y4eOHOH padoThI:

5. Cucremaruueckas mpopadOTKa KOHCIIEKTOB 3aHATUH, y4eOHOH U crielnaibHON TEXHUYECKOW JTUTEepPaTyphl.

6. KoHcnekTupoBaHue TekcTa, paboTa co CIOBapsSMHU U CIIPABOYHUKAMU, 03HAKOMJICHHE C HOPMAaTUBHBIMH JOKYMEHTaMH,
yueOHO-uccieoBaTeNnbckas paboTa pu caMoM MIMPOKOM Hcronb3oBanuu HTepHera u npyrux |T-rexHomoruii.

7. IlpoekTHble (hOpMBI PaOOTHI, HOArOTOBKA COOOLICHUH K BBICTYIUIEHHIO Ha CEMHHApax M KOH(PEPEeHIHX; OrOTOBKa
pedepaToB, TOKIATOB.

8. IloaroroBka K JIaOOPaTOPHBIM M MPAKTHYECKUM paboTaM C HCIOIB30BAaHHEM METOINYECKUX PEKOMEH AN TIpeno/iaBaTers,
odopmiieHne 1a00paTOPHO-MPAKTUIECKUX PabOT, OTYETOB M MOATOTOBKA K MX 3aIUTE.

I RIS RIS R EILNIEE




Y4yeOHas NpaKkTHKA
Buab1 padoT:

— IIpoekTupoBanue o01IeH TOMOIOTHH;

— IIpoektupoBanue pu3nueckoi TONOJIOTHH;

— IIpoekTupoBaHue JOrMUECKON TOMOJIOTUH;

— Hacrpoiika BUpTyaJIbHOTO CTEH/IA;

— JlokyMeHTHpOBaHUE CETH;

—  OOGXHM IpAMOTro U NepeKpECTHOro Kabes;

— MoHTaX CEeTEBBIX PO3ETOK;

— MoHTaX KOMMYHUKAaIlMOHHOM IIaHEH;

— IlpuHuuMIBEI NEepesayu CUrHaJIOB MO ONTHYECKOMY BOJIOKHY;

— CrpykrypHnas cxema noctpoenust BOJIC. Knaccudukarms cereil.

— (CBapka BOJOKOHHO-ONITUYECKOTO Kabers;

— Omnruyeckue 3aUTHBIE MYDTHI, KIACCU(PUKALMS U XapaKTEePUCTUKA. MOHTaX U JEMOHTaX ONTHYECKUX MY(QT;
— H3mepeHue 3aTyxaHHus Ha CMOHTUPOBAHHBIX JMHUSIX C IIOMOILBIO ONTHYECKOIO TECTEPA;
— CTpyKTypUpOBaHHBIEC KaOETbHbBIE CUCTEMBI.

108

IIpou3BoacTBeHHAsI MPAKTHKA pa3esia
IIpumMepHbIii nepeyeHb padoT:

— ba3oBas HacTpolika ceTeBOro KOMMyTaTopa.

— MWzyuenne ARP-tabmnuibl.

— ba3oBas HacTpoiika KOPIOPaTUBHOI'O MapLIPyTU3aTOPA.

— Hacrpoiika IPv6 Ha ceTeBBIX ycTpONCTBaX.

— Pacuér noxacereii IPv4.

— Pazpabotka u BHepeHue cxemsl anpecaruu [Pv4 u [Pvo.

— Paspabortka u peanuzanus cxemsl aapecauun VLSM.

— MHccnenoBanue mporiecca TpEXCTOPOHHETO KBUTHPOBaHUsI mpoTokosia TCP.
— Hacrpoiika 6ecipoBOIHOTO MapIIpyTH3aTOPA.

144
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— Hacrpoiika nporokosa SSH. [IpocmoTp Tabyiui MapuipyTHU3aiuu y3jioB.

— CpaBHeHHe U aHATU3 TaOJIUI] MAPIIPYTH3AIHMH Y3JI0B.

— Onmnpenenenue ceTeBoro aapeca. Pacder konmuecTBa JOMyCTUMBIX y3J10B (0a30BbIi YPOBCHB).
— Onmnpenenenue A0MYCTUMBIX apecoB y370B. Pacuer macku noacetu (6a30Bblil yPOBEHD)

— Onmnpenenenue ceTeBoro aapeca. Pacuer konuyecTBa J0NYyCTUMBIX y3JI0B (paCIIMPEHHBIH YPOBEHB).

— OmnpeneneHne T0MyCTUMBIX aJpecOB Y3JI0B (paCIIMPEHHBIN YPOBEHB).

KouncyabTanun 2
Jx3ameH no moay.aro IIM.01 6
Bcero 756
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3. YCJIOBUA PEA/IU3ALIIUHA ITPO®ECCCHOHAJIBHOI'O MOAYIIA

3.1. ls peanu3anuu NporpaMMbl JMCHUIIHHBI JOJIKHBI ObITH NPEeAyCMOTPEHbI
cjaefylolIUe creluaabHble MOMeIleHNs:

Kabuner ungopmayuonnvix mexnonocuti, OCHaIIEHHbIII 000PYJOBAaHUEM: KOMIIbIOTEPHI
0 KOJHYECTBY oOOydammuxcsi; paboyee MeECTO IHpernojaBareis; KOMIUIEKT ydeOHO-
METOJUYECKONW JOKYMEHTALIUH, MEeXHUYECKUMU CPeoCmeamu: KOMIBIOTEPHl C JIMLIEH3UOHHBIM
POrpaMMHBIM 00ecTieYeHUEM, TPOECKTOP, IPUHTEP, JIOKAIbHASI CETh, BBIXO/I B IJI00AIbHYIO CETh.

3.2.AndopmanuonHoe odecrevyeHne 00ydeHust

OcHOBHbIE HCTOYHUKH:

1. Kommbrorepnsie cetu: YueOHoe nmocodue / A.B. Ky3uH. - 3-e uz., nepepad. u
no1. - M.: @opym:MH®PA-M, 2014. - 192 c.;

2. OCHOBBI KOMITBIOTEPHBIX ceTei: YueOHnoe nocooue / b.J1. Bucnanyn, C.A. Jlynus,
C.B. Cunopos.;Ilon pen. JL.I'. I'arapunoii - M.: 1J] ®OPYM: HUIIl Undpa-M, 2015. -
272 c.;

3. Kommerorepasie cetn: YdueOHoe mocobue mist ctyn. yapexaenuit CI10/ H.B.
Maxkcumos, 1.U. Tlonos. - 6-e u3a., nepepad. u pom. - M.: ®opym: HULL UHOPA-M,
2015.-464 c.;

4, Maransiukuii M. A., Xamkeuu I'. A. Teopus BeposiTHOCTEH, MaTeMaTHyecKas
CTaTUCTHKA U CilydaiiHble npouecchl. M.:Bricias mikona, 2015;

5. 'ogynosa E. K. Benenue B reoputo rpados. UnauBuayanbubie 3aganus. M.:

IIpomereit, 2015.

JlonoJiHUTe/IbHbIE HCTOYHUKM:

6. Baramantok A. Coznanue, 06cinyKMBaHUE U aIMUHUCTPUPOBAHHE CeTell Ha
100%. C-I16.: [Tutep,2014 r.;

7. Knumos I'. T1. Teopust maccoBoro o0cnyxuBanus: M3narensctBo MOCKOBCKOTO
yHuBepcurera, 2011 r.;

8. Maxkapenko C.M. XKypnan «Cuctemsbl ynpaBiaeHus, CBSI3U U 0€30M1aCHOCTI.
Brimyck No2/2015 «Bpemst cxoauMOCTH MPOTOKOJIOB MapIIPYyTU3AIMH MPU OTKa3aX B
CeTH»;

9. CneuxkoB O.A. [Ipaktukym no metogam ontumuzanuu. M.: Uudpa-M, 2015.

HNHTEpHET-HCTOYHUKU:

10.  https://lib.uni-dubna.ru/biblweb/
11.  http://www.uchenik.ru/

12.  http://bookshunt.ru/

13.  https://www.labirint.ru/
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4. KOHTPOJIb H OLIEHKA PE3Y/IBTATOB OCBOEHHUA ITPO®ECCOHHA/IBHOI' O
MOIYJIA IIM.01 BBIITIOJTHEHHE PAFOT I10 ITPOEKTHPOBAHHIO CETEBOH
HHOPACTPYKTYPhI

Kon n HaumeHoBaHue
podeCCHOHATBHBIX U
OOIIIMX KOMITETEHIIHA,
(hopMHUPYyEMBIX B paMKax
MOIYJIS

Kpurepun onienku

MeTopI OlIEHKH

[IK 1.1. BemmonsaTh
MPOEKTHUPOBAHHUE
KaOembHOM CTPYKTYPHI
KOMITBIOTEPHOM CEeTH.

O1ieHKa «OTJIHYHOY - TEXHUYECKOE
3aJjaHKe MPOAHATU3UPOBAHO, AITOPUTM
pa3paboTaH, COOTBETCTBYET
TEXHUYECKOMY 3a/IaHUI0 U O(DOPMJICH B
COOTBETCTBHH CO CTaHJIaPTAMH,
MOSICHEHBI €0 OCHOBHBIE CTPYKTYPBHI.

O1ieHKa «XOPOIII0Y -aNTOPUTM
paszpaboTtaH, 0pOpMIICH B COOTBETCTBUN
CO CTaHIApPTaMH M COOTBETCTBYET
3aJJaHHUI0, TIOSICHEHBI €r0 OCHOBHBIC

CTPYKTYPBL.

OrneHka «y10BJIETBOPUTEIBHOY -
QITOPUTM pa3pabOTaH U COOTBETCTBYET
3aJIaHUIO.

DKk3aMen/3adeT B popme
cobeceoBaHus:
MPaKTUYECKOEe 3a1aHue MO
MOCTPOCHHUIO aJITOPUTMA B
COOTBETCTBHH C
TEXHUYECKUM 3aJ]aHHEM
3ammra OT4EeTOB 10
MPaKTUICCKUM H
J1ab0paTOpHBIM paboTam

IIK 1. 2. OcymiecTBiaTh
BBIOOD TEXHOJIOTHH,
WHCTPYMEHTAIBHBIX
CPENICTB U CPEJ/ICTB
BBIUHMCIIMTEIbHOMN
TEXHHUKH TTPU
OpraHu3alliy Mpolecca
pa3paboTKu u
HCCIEI0BaHUI O0BEKTOB
npoeccnoHaIbHON
JIESITEJILHOCTH.

Or1ieHKa «OTJIHYHOY - TEXHUUECKOE
3aj1aHue TPOAHATU3UPOBAHO, aAJITOPUTM
pa3paboTaH, COOTBETCTBYET
TEXHUYECKOMY 33JIaHHIO U O(OPMIICH B
COOTBETCTBHH CO CTaHIAPTaMH,
IOSCHEHBI €70 OCHOBHBIE CTPYKTYPHL.

OI1ieHKa «XOPOIII0Y -aITOPUTM
pa3paboTaH, opopMIICH B COOTBETCTBUH
CO CTaHIaPTaMH U COOTBETCTBYET
3aJIaHHI0, TIOSICHEHBI €T0 OCHOBHBIE

CTPYKTYPBHIL.

O1eHKa «ydOBJIETBOPHTEIBHOY -
ITOPUTM pa3pabOTaH U COOTBETCTBYET
3aJaHHUIO.

Ok3amMeH/3aueT B hopme
cobecemoBaHus:
MPaKTHYECKOE 3a/IaHKE T10
MOCTPOCHHUIO aJITOPUTMA B
COOTBETCTBHH C
TEXHUYCCKHUM 3aJaHUEM
3amura OT4ETOB MO
MPAKTUYCCKUM U
J1a00pPaTOpHBIM paboTam
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[IK 1. 3. O6ecnieunBaTh
3alUTy HHPOPMALIMH B
CEeTHU C UCTONb30BaHUEM
MPOTrpaMMHO-
anmapaTHbIX CPEJICTB.

OreHKa «OTJIHYHOY - TEXHUYECKOE
3aJlaHue MPOAHATM3UPOBAHO, aITOPUTM
pa3paboTaH, COOTBETCTBYET
TEXHUYECKOMY 33JIJaHHIO U O(OPMIICH B
COOTBETCTBHH CO CTaHJIaPTAMH,
MTOSICHEHBI €70 OCHOBHBIC CTPYKTYPBHI.

Or1ieHKa «XOPOII0Y -aJITOPUTM
paszpaboTtaH, 0pOpMIICH B COOTBETCTBUN
CO CTaHIAPTaMHU B COOTBETCTBYET
3aJIaHUI0, MOSCHEHBI €T0 OCHOBHBIC

CTPYKTYPBHI.

OrieHKa «yT0BJIETBOPUTEIBHOY -
aNropuTM pa3paboTaH U COOTBETCTBYET
3aJaHUIO.

DKk3aMen/3a4er B hopMme
cobecemoBaHuUs:
MPaKTUYECKOE 3a/laHUE 110
MOCTPOCHUIO AJITOPUTMA B
COOTBETCTBHH C
TEXHUUYECKUM 33JaHUCM
3ammTa 0T4eTOB 10
MPaKTHYCCKUM U
J1abopaTOPHEIM paboTam

IIK 1. 4. [IpuanuMaThH
ydacTue B IPHEMO-
CATOYHBIX MCITBITAHUSIX
KOMITBIOTEPHBIX CETEU U
CEeTeBOro 00OPYAOBAHHS
Pa3NUYHOTO YPOBHS U B
OLICHKE KauecTBa U
SKOHOMUYECKOI

3¢ (HEeKTUBHOCTH CETCBOM
TOTOJIOTHH.

OueHka «OTIIMYHO» - TEXHHIECKOE
3aJlaHNe POAHATU3UPOBAHO, aITOPUTM
pa3paboTaH, COOTBETCTBYET
TEXHUYECKOMY 33JJaHHIO U OPOPMIICH B
COOTBETCTBHH CO CTAaHIAPTaMH,
TIOSICHEHBI €70 OCHOBHBIE CTPYKTYPBI.

OreHKa «XOPOII0» -aJrOPUTM
paspaboTtaH, opopmIIeH B COOTBETCTBHUH
CO CTaHJapTaMH U COOTBETCTBYET
3a1aHUIO, TIOSICHEHBI €T0 OCHOBHBIC

CTPYKTYPBL.

OrneHka «y10BJIETBOPUTEIBHOY -
QITOPUTM pa3pabOTaH U COOTBETCTBYET
3aJIaHUIO.

Dx3aMen/3adeT B popme
cobeceoBaHus:
MPaKTUYECKOE 3aJaHue MO
MOCTPOCHHUIO aJITOPUTMA B
COOTBCTCTBUHU C
TEXHUYCCKUM 3aJJaHHEM
3ammra OT4EeTOB 10
MPAKTUYCCKUM H
J1a00pPaTOPHBIM paboTam

IIK 1. 5. BeInoJHATE
TpeOoBaHUS
HOPMaTHUBHO-
TEXHUYECKOU
JIOKYMEHTAI[MH, UMETh
OTIBIT 0(OPMITCHHUS
MIPOEKTHOM
JIOKYMEHTAIIHH.

Or1ieHKa «OTJIHYHOY - TEXHAUECKOE
3aj1aHue MPOAHATM3UPOBAHO, aJITOPUTM
pa3paboTaH, COOTBETCTBYET
TEXHUYECKOMY 33JITaHHIO U O(OPMIICH B
COOTBETCTBHH CO CTaHIApTaMH,
IIOACHEHBI €70 OCHOBHBIE CTPYKTYPHI.

O1ieHKa «XOPOIII0Y -aITOPUTM
pa3paboTaH, opopMIICH B COOTBETCTBUU
CO CTaHIAPTaMH U COOTBETCTBYET
3aJIaHHI0, TIOSICHEHBI €T0 OCHOBHBIE

CTPYKTYPBHIL.

OHeHKa «KYAOBJIETBOPUTEIBHO» -
AJITOpUTM pa3pa60TaH " COOTBCTCTBYCT
3aJIaHUIO.

Ok3amMeH/3a4ueT B hopme
cobece10BaHMS:
NPaKTHYECKOE 3aJIaHKE T10
MOCTPOCHHUIO aJITOPUTMA B
COOTBETCTBHH C
TEXHUYCCKHUM 3aJTaHUEM
3ammmTa OT4ETOB 110
MPAKTUYCCKUM U
J1a00pPaTOPHBIM paboTaM
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OK 01. Beibupats
CIIOCOOBI PEIICHMS 3a1a4
npodeccuoHaaIbHON
JeSTeITbHOCTH,
MPUMEHHTENTLHO K
Pa3INIHBIM KOHTEKCTAM.

— 000CHOBaHHOCTh TIOCTAHOBKH IIEITH,
BEIOOPA U IPUMEHEHHS METOJIOB U
CIIoco00B pemeHus mMpodeccCHoHATBHBIX
3ajay;

- aJIcKBaTHAas OI[CHKA M CaMOOICHKA

3 (PEKTHBHOCTH U Ka4eCTBa
BBIMTOJTHEHUS IPO(eCCHOHATIBHBIX 3a/1a4

OII 02.0cymiecTBIATH
MOWCK, aHAJIHU3

- UCIIOJIb30BAHUC PA3JINYHBIX
HNCTOYHUKOB, BKJIHOYas 3JICKTPOHHLIC

HHTEPIPETAIHIO pecypcel, Meauapecypcesl, InTepaeT-
nHpopMaIuy, PECypCHI, IEPUOANYECKIE U3TAHNS 10
HEOOXOMMMOM [IJIst CIICIUAILHOCTY JIJISl PEIICHUS
BBIIIOJIHEHMS 3aa4 podeCCHOHATILHBIX 3a/1a4

PO eCCHOHATTEHOM

JIeSITEILHOCTH.

OK 03. [TnanupoBats u - IEMOHCTPALUS OTBETCTBEHHOCTH 32
peaTn30BhIBATh MIPUHSATHIC PEIIICHIS

COOCTBEHHOE - 000CHOBAaHHOCTb CaMOAaHaJIN3a 1

npodeccuoHanbHoe U
JIMYHOCTHOE Pa3BUTHE.

KOPPEKIUS Pe3yIbTaTOB COOCTBEHHOM
paboTHI;

OK 04. Paborats B
KOJIJICKTUBEC U KOMaH/IC,
3¢ HEKTHBHO
B3aHMOJCHCTBOBATE C
KOJUIETaMHU,
PYKOBOICTBOM,
KJIMCHTAMHU.

- B3aUMOJeHCTBUE ¢ 00YJaIOLIMMUCS,
MIpenoAaBaTeIsIMU U MacTepaMu B X0/Ie
00y4eHus1, ¢ pyKOBOAUTEISIMH yueOHOM
Y IPOU3BOJICTBEHHON NPAKTHK;

- 000CHOBaHHOCTH aHAIIM3a PabOTHI
YJIEHOB KOMaH/IbI (TIOAYNHEHHBIX )

OK 05. Ocy1iecTBiATh
YCTHYIO ¥ IMCbMEHHYIO
KOMMYHHKAIINIO Ha
rOCYJapCTBEHHOM SI3BIKE
C y4eToM ocoOeHHOCTeH
COLMAIIBHOTO U
KYJIbTYPHOTO KOHTEKCTa.

-rPpaMOTHOCTb YCTHOM U MUCBMEHHOMN
peun,

- ICHOCTH (QOPMYITHPOBAHUS U
W3II0KEHUS MBICIIEH

OK 06. IIposBnsaTs
IpaXJaHCKO-
MaTPUOTHUYECKYIO
MO3ULIHIO,
JeMOHCTPHUPOBAThH
OCO3HAHHOE II0BE/ICHUE
Ha OCHOBE

- COOJTIOJICHHE HOPM TIOBE/ICHUSI BO
BpeMs y4eOHBIX 3aHATHIA U
MPOXOXKICHUS YIeOHOH 1
MPOU3BOJICTBEHHOMN MPAKTHK,

00111e4eTI0BEYECKUX

LIEHHOCTEN.

OK 07. CopneiicTBOBaTH - 3 PEKTUBHOCTD BBHITIOTHEHUS ITPABHII
COXPaHEHUIO Tb BO Bpems y4eOHBIX 3aHATHIA, IPU
OKpYy>Karolei cpesl, MIPOXOKACHUH yueOHOU U
pecypcocOepexeHuto, MIPOM3BOACTBEHHOM MPAKTHK;

3¢ (heKTUBHO - 3HAHUE U UCTIOIH30BaHNE
JIeiCTBOBAThH B pecypcocOeperaromux TeXHOJIOTuil B
YpE3BbIYANHBIX 001aCTH TeNIeKOMMYHHU KA
CUTYaIHSIX.

OK 08. Ucnonb3oBaTh
cpeacTBa pU3MYECKON
KYJIBTYPBI JUIs
COXPaHEHHUsS U
YKPEIUICHHSI 3J0POBbsS B
nporecce
podeccuoHaIbHON

- 3(deKTUBHO UCTIONB30BATH CPEICTRA
(bU3NUECKON KYABTYPHI JJI COXPAHCHHSI
Y YKPEIUICHHUs 37I0POBbs B ITPOLIECCE
po(heCCHOHAIBHOM JIEATEIbHOCTH U

Mo IJIepKaHue HEOOXOAUMOTO YPOBHS
(U3UYECKOM MOArOTOBICHHOCTH. |

WnTepnperanus
Pe3yJIbTAaTOB HAOJIIOCHHIA
3a eI TeNIbHOCTHIO
oOyyaromerocs B mporiecce
OCBOEHUS
00pazoBaTeILHOM
IpOrpaMMBbl

DKCIepTHOE HAOIIOICHHE U
OIICHKa Ha JJabopaToOpHO -
MIPAKTHYECKUX 3aHSITHUSAX,
MIPH BBITOJTHEHUH paboT 1o
yaeOHOU 1
POHU3BOJCTBEHHON
MIPaKTHKaM

DK3aMeH
KBaJTM(hUKAIIMOHHBII
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JESATENBHOCTH U
HO/IepKaHUE
HEOO0XOIMMOTO YPOBHS
(mznyeckoit
HOJATOTOBJICHHOCTH.

OK 09. Ucnonp30BaTh
MH(OPMAITUOHHBIC
TEXHOJIOTHH B

PO ECCHOHATTEHOM
JESATSILHOCTH.

- 3(pPEKTUBHOCTH UCTIOTE30BAHMS
MH(POPMAITMOHHO-KOMMYHHUKAIIMOHHBIX
TEXHOJIOTHHA B PO ECCHOHATTEHOM
JIEATEIILHOCTH COTJIACHO (DOpPMUPYEMBIM
YMCHHSIM U TIOJTy4aeMOMY
MPaKTUYECKOMY OTIBITY;

OK 10. [Tonb3oBaThCs
npodeccuoHaIbHON
JOKyMEHTaLuel Ha
rOCYJIapCTBEHHOM U
HWHOCTPAHHOM SI3BIKE.

- 3()EeKTUBHOCTH HCITOJIL30BAHUS B
po(heCCUOHATBHON NCATENbHOCTH
HEOOXOIMMOMN TEXHIIECKOH
JIOKYMEHTAI[|H, B TOM YHCJIC Ha
AHTJIUHCKOM SI3BIKE.

OK.11. [TmarupoBath
MpeINPUHIMATETHCKYIO
JICSITeIIPHOCTD B
npodeccuoHaIbHON

chepe

- 3(ppeKTUBHO TTAHHPOBATH
IPEINPUHUMATEIBCKYIO AESTEIbHOCTD B
npodeccuoHansHOU cdepe npu
MPOBENECHIH PabOT 110
KOHCTPYHUPOBAHUIO CETEBOM

UHPPACTPYKTYPHI
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